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Abstract—The growing prevalence of cyberattacks against
network-connected systems increases the need for accurate intru-
sion and attack detection (AD) systems that can react rapidly at
the network access ports. Machine learning has often been used
for AD because of the high accuracy it can offer, and its fast
testing speed for real-time attack detection. On the other hand,
the data sampling methods used to transform incoming traffic
streams into data for real-time testing by AD systems can have
an important effect on the detection accuracy, and are seldom
discussed in the literature. Here, we address this often neglected
aspect, with the Auto-Associative Dense Random Neural Network
(AADRNN), a state-of-the-art AD system. After briefly reviewing
the literature and comparing the AADRNN attack detector with
other state-of-the-art approaches, this paper focuses on choosing
the values of the data sampling parameters and the decision
threshold to obtain the best performance from this AD method.
Experiments on Botnet attack detection using the Mirai dataset,
as well as synthetic flood attacks conducted on an experimental
IoT test-bed are used to illustrate the results, and to guide the
parameter choices that maximize the AADRNN’s True Positive
Rate and minimize its False Positive Rate.

Index Terms—Attack Detection and Mitigation, IoT Security,
Flood Attacks, Botnets, Parameter Sensitivity, Machine Learning,
Random Neural Network

I. INTRODUCTION

Network-connected systems, and in particular Internet of
Things (IoT) infrastructures, are increasingly vulnerable to
cyberattacks such as Denial-of-Service (DoS) and Distributed
DoS (DDoS) attacks, in which large numbers of compromised
devices (Botnets) are exploited remotely without the owners’
knowledge [1]. Such attacks overwhelm network resources,
including servers, routers, or switches with excessive traffic,
thereby blocking legitimate access to IoT devices or entire
networks.

This paper investigates parameter-aware deployment of an
AD system based on the AADRNN model [2]–[4]. Rather than
focusing solely on peak detection performance, we explicitly
analyze the sensitivity of the detector to internal decision
parameters that directly affect operational trade-offs in real
deployments. Building on our previous AADRNN-based AD
design [5], we focus in this analysis on key parameters that
are often tuned empirically and rarely characterized systemat-
ically, including the decision-making threshold used for attack

classification and also the choice of values of the data sampling
parameters. Larger values of these parameters can increase
computational overhead and delay detection decisions, while
overly conservative choices may lead to missed attacks. Exper-
imental results show that the AADRNN-based AD maintains
high detection performance and low false positive rates within
stable operating regions of these parameters, even when rela-
tively small sampling windows are used, which is particularly
important for resource-constrained and delay-sensitive IoT
environments.

A key advantage of the AADRNN is that it is trained exclu-
sively on benign traffic, which reduces dependence on labeled
attack data and avoids attack-pattern leakage into the training
process. In addition, it operates on a compact set of packet-
level metrics, simplifying feature engineering and reducing
runtime overhead. Furthermore, the measured processing time
is on the order of a few milliseconds per packet on a simple
server [6], reflecting the lightweight nature of the approach.
On the other hand, as discussed in Subsection III-B, it provides
high accuracy with false positives that are clearly lower than
several other baseline detection methods.

The remainder of this paper is organized as follows. First,
Section II reviews prior work and highlights gaps related to pa-
rameter sensitivity. Next, Section III describes the AADRNN-
based AD, while Section IV outlines the experimental setup.
Then, Section V presents and analyzes the measurement
results. Finally, Section VI concludes the paper and suggests
directions for future work.

II. RELATED WORK

The design of internal parameters critically influences the
performance of ADs. A key example is proper threshold tun-
ing, which is essential for reliable decision-making. Dynamic
thresholds have been reported to significantly reduce false
alarms compared to fixed ones [7], performing well across both
low and high-rate attacks [8], while threshold optimization
also affects accuracy and responsiveness considerably [9],
[10]. In [11], the authors confirmed that an adaptive threshold
based on Rényi entropy improves resilience across different
attack intensities. Moreover, in [12], they found that both



detection sensitivity and robustness are highly dependent on
the statistical threshold and window size. Several studies
have examined the impact of other internal parameters. For
instance, sliding-window entropy methods were applied in
[13], showing that detection accuracy, false-positive rate, and
timeliness can significantly change with window length, as
small windows increase sensitivity and false positives, whereas
large windows smooth transient anomalies but increase detec-
tion delay. Similarly, it was demonstrated in [14] that the size
of the training window strongly affects the generalization and
stability of the model whose parameters have been obtained
via learning.

Numerous AD models have been proposed using machine
learning, deep learning, ensemble methods, and distributed
architectures. For evaluation, authors have typically relied
on benchmark datasets such as KDD-99, NSL-KDD, CI-
CIDS2017, Kyoto, and WSN-DS. Among these, the Mirai
Botnet dataset [15] has been widely adopted, with several
approaches reporting high and comparable detection accu-
racy for various cyberattacks [16]–[18]. Recent top-tier works
highlighted complementary detection objectives beyond raw
accuracy. For example, HorusEye [19] achieved robust detec-
tion under extremely low false-positive budgets by leveraging
high-throughput processing and programmable network com-
ponents. In parallel, recent survey efforts synthesized trends
in IoT botnet DDoS attacks and detection techniques, empha-
sizing challenges related to scalability, deployment feasibility,
and robustness under evolving attack behaviors [20].

Other recent studies explore supervised machine learning for
Mirai detection on specialized IoT traffic datasets, such as IoT-
POT [21], which employed classical classifiers including K-
nearest Neighbors (KNN), Decision Trees (DT), and Random
Forests (RF). Furthermore, the author in [22] demonstrated
that accurate Mirai detection can be achieved directly on
resource-constrained IoT devices with low memory usage and
inference latency.

On the other hand, it is well known that traffic charac-
teristics have a major impact on network performance [23]
and, unsurprisingly, it has been also shown to be the case
in the way attacking traffic can compromise, overload, and
block the network components that are meant to protect the
network-attached equipment and system software, including
the attack detection software itself [24] at network gateways.
Thus, recent research has focused not only on attack detection,
but also on traffic-shaping and attack mitigation [25] to limit
the effects of attacks through traffic-shaping and optimum
dropping of attacking traffic [26].

Despite this progress, the existing literature primarily fo-
cuses on peak detection accuracy under fixed configurations,
offering limited insight into how internal design choices affect
practical deployment in real systems. In this paper, we analyze
the impact of such key internal parameters on the detection
performance of an AADRNN-based AD system across differ-
ent attack scenarios. In addition, we experimentally compare
AADRNN against several representative baseline models.

III. THE AD AND ITS PERFORMANCE

The AD system operates on traffic data to compute three
specific metrics, as shown on the left-hand-side of Figure 1.
The system is based on the Dense Random Neural Network
model with Auto-Associative Learning (AADRNN). It pro-
cesses incoming traffic to obtain a set of M metrics, which are
used both to tune the AADRNN parameters on benign traffic
exclusively and to subsequently analyze traffic for possible
attacks. The learning method is described in Appendix VI.

Fig. 1. Structure of the AD system generating a binary decision yn for the n-
th packet using the AADRNN from M network traffic metrics (x1

n, ..., xM
n ).

The AADRNN is an H-layer feedforward network, where each node is a
densely coupled neuron cluster. The decision unit compares the network output
with its input to classify packets as benign or attacks.

A. Traffic Metrics and Decision Making

The traffic metrics are meant to capture the signatures of
DDoS and Botnet attacks. For this purpose, we restrict our
attention to three metrics, i.e. M = 3, defined as follows:
Let I be a fixed positive integer (sliding-window), and T a
fixed time duration (in milliseconds). Let pn denote the n-th
packet in chronological order in the dataset D, which is used
for training and testing the AD, let tn denote the time-stamp
in its header, which represents the approximate time when the
n-th packet is transmitted from its source, and let bn denote
its length in bytes. First, define z1n as the total size of the
last I packets up to and including packet n, while z2n is the
average inter-transmission time of the last I packets up to and
including packet n:

z1n =

n∑
j=n−I+1

bj , z2n =
tn − tn−I

I
. (1)

z3n, the total number of packets transmitted in the last T
seconds up to the transmission of the n-th packet, is:

z3n =

∞∑
k=1

1
[
tn − T ≤ tk < tn

]
, where (2)

1
[
X
]
= 1 if X = true, 1

[
X
]
= 0 otherwise.

Using the dataset Dn = {pj : 1 ≤ j ≤ n}, these quantities
are then normalized:



xm
n = min

[
1 ,

zmn −minpj∈Dn zmj
maxpj∈Dn

zmj −minpj∈Dn
zmj

]
. (3)

From the output x̂n of the AADRNN with input xn, the
binary decision variable yn is obtained using a threshold 0 <
γ < 1:

yn = 1 (ATTACK) if

∑3
m=1 |xm

n − x̂m
n |

3
≥ γ, (4)

yn = 0 (NOT −ATTACK), otherwise.

B. Baseline Comparison and Cost–Performance Analysis

To contextualize the performance of the AADRNN-based
detector, we compare it against several representative baseline
models under identical experimental conditions. Specifically,
we used Isolation Forest (IF) and a Vanilla Autoencoder
(AE) as standard unsupervised baselines, operating on the
same three packet-level traffic metrics and evaluated using
the same training and testing splits. All models were trained
using 10% of benign traffic from the Mirai dataset, while
the remaining benign traffic and all attack traffic were used
for testing. We use three standard metrics (expressed as
percentages): Accuracy, which measures overall classification
correctness; True Positive Rate (TPR), which reflects the
ability to correctly detect attacks; and False Positive Rate
(FPR), which quantifies the proportion of normal packets
incorrectly classified as attacks. These metrics are defined as
follows:

Accuracy = (
TP + TN

TP + TN + FP + FN
)× 100%, (5)

TPR = (
TP

TP + FN
)× 100%, (6)

FPR = (
FP

FP + TN
)× 100%, (7)

where TP , TN , FP , and FN denote the number of true
positives, true negatives, false positives, and false negatives,
respectively.

The results in Table I show that the AADRNN consistently
outperforms standard unsupervised baselines in terms of accu-
racy and attack detection effectiveness. Compared to IF, which
relies on isolating individual anomalous points, the AADRNN
achieves a significantly higher TPR under sustained botnet
attacks, while simultaneously exhibiting a lower FPR, in-
dicating improved discrimination between attack and benign

traffic. Relative to AE, the AADRNN also provides improved
detection performance, while maintaining comparable training
and inference costs.

The table additionally reports the performance of a su-
pervised Long Short-Term Memory (LSTM)-based detector
trained on benign traffic augmented with a limited set of 10k
labeled attack samples. While the LSTM attains slightly higher
detection rates, the performance gap with the AADRNN is
marginal. In contrast, the LSTM incurs substantially higher
training and inference overhead, and requires labeled attack
data, which may not always be available in practice. These
results highlight that the AADRNN can approach the detection
performance of LSTM, while offering significantly lower
computational cost and greater suitability for lightweight and
cold-start IoT deployments.

IV. EXPERIMENTAL SETUP AND NETWORK TRAFFIC
SOURCES

We adopted a two-pronged evaluation strategy. First, we
designed a scalable IoT-based experimental test-bed, illustrated
in Figure 2 (Below), consisting of two IoT devices repre-
sented by Raspberry Pi 4 Model B Rev. 1.2 and a Server
interconnected via an Ethernet switch. Each RPi is equipped
with a 1.5 GHz ARM Cortex-A72 quad-core CPU and 2 GB
LPDDR4 RAM, running Raspbian GNU/Linux 11. The Server,
responsible for packet receiving, processing, and logging, is
equipped with an Intel Core i7 (8 cores, 3.10 GHz) processor
and 16 GB RAM, running Ubuntu Linux 5.15.0-60-generic.
User Datagram Protocol (UDP) was used due to its suitability
for real-time data transmission. Second, we evaluated the AD
using the widely studied Mirai Botnet Kitsune dataset [15],
which contains traffic generated by multiple compromised
devices over diverse protocols (TCP, UDP, ARP, ICMP).

In the test-bed experiments, in the absence of an attack, both
RPis were programmed to transmit normal traffic, periodically
sending their CPU temperatures to the Server at fixed UDP
rates specified within the context of each experiment. In the
attack scenario, attacks were emulated using the open-source
MHDDoS toolset [27], which supports 56 attack types and
configurable parameters such as destination IP, thread count,
attack duration, and packet size. This flexibility allowed the
generation of high-rate flooding traffic targeting bandwidth
saturation and service disruption. During evaluation, RPi2 was
used solely to generate normal traffic, while RPi1 acted as
a compromised node. It first transmitted normal packets and
then launched a UDP flood attack using fixed-size packets
(1032 bytes) at high transmission rates. MHDDoS provides

TABLE I
COMPARISON OF AADRNN WITH BASELINE DETECTION MODELS ON THE MIRAI BOTNET DATASET.

AD Model Accuracy (%) TPR (%) FPR (%) Training Time (CPU) Inference Time / Packet
Isolation Forest (IF) 97.49 96.92 1.30 5− 30 s 0.05− 0.3 ms
Vanilla Autoencoder (AE) 98.71 98.62 0.84 1− 5 min 0.3− 2 ms
LSTM (Supervised) 99.53 99.59 0.77 5− 30 min 2− 10 ms
AADRNN 99.34 99.31 0.51 1− 5 min 0.5− 3 ms



fixed control over packet size. We chose a large packet size
to maximize the flood’s effect by overwhelming the Server’s
input buffer and thereby paralyzing its operation, while also
enabling us to examine scenarios that are distinct from Mirai
attacks, which employ varying packet sizes and transport
protocols.

Fig. 2. Above, we show a simple network architecture with a single device
(RPi1) connected to the Server via a switch; here RPi1 acts as a compromised
device that transmits normal traffic and later switches to launching a UDP
flood attack with a very high transmission rate. Below, we show a scalable
network architecture where a large number of IoT devices communicate with
multiple Servers via network switches. In this case, our experiments connect
two devices (RPi1 and RPi2) to Server 1. RPi2 continuously sends normal
traffic, while the compromised RPi1 initially transmits normal data before
launching a UDP flood attack.

V. PERFORMANCE MEASUREMENTS AND DISCUSSION

In this section, we evaluate the AD through a series
of controlled experiments under different traffic conditions
using the performance metrics defined in Subsection III-B.
Experiments are conducted using both a simple and a more
complex network architecture to analyze the AD behavior
before, during, and after flood attacks. In the first prelimi-
nary experiment, a simple network architecture was used in
which RPi1 transmitted normal UDP packets to the Server
before launching a UDP flood attack, as shown in Figure 2
(Above). The normal traffic consisted of CPU temperature
measurements sent once per second. After 100 seconds of
benign operation, RPi1 initiated a UDP flood attack using
the MHDDoS toolset [27], transmitting approximately 15,000
packets/s for 10 consecutive seconds, resulting in a backlog of
about 153,000 packets at the Server. During this experiment,
the AD achieved an Accuracy and TPR of 99.99%. More-
over, all 99 normal packets transmitted before the attack were
correctly classified, resulting in an FPR of 0.0%. Immediately
after the attack, 38 normal packets were briefly misclassified
before the system stabilized.

A second experiment was conducted using the modified
network architecture shown in Figure 2 (Below), where both
RPi1 and RPi2 transmitted normal traffic at a higher rate of
100 packets/s. After 100 seconds, RPi1 launched a 10-second
flood attack. Before the attack, the AD correctly classified all
20,000 normal packets, achieving an FPR of 0.0%. During
the attack, the AD achieved an Accuracy of 98.84%, a TPR
of 99.42%, and an FPR of 96.53%, corresponding to 35
correctly classified normal packets out of approximately 1,000
received during the attack. After the attack, the AD rapidly
stabilized, with 80 normal packets initially misclassified, re-
sulting in an FPR of 0.40% over the subsequent 20,000
packets. This is a reasonable and expected outcome at this
level, considering that the Server continued to receive a high
packet rate (100 packets/s from each device), and the transition
back to normal operation inherently requires time due to the
processing characteristics of neural networks.

We further evaluated the AD using the Mirai Botnet dataset,
which contains 764,137 labeled samples generated over multi-
ple protocols from different compromised sources. The model
was trained using only 10% of the benign traffic and tested on
the remaining benign samples together with all attack traffic.
This evaluation achieved an Accuracy of 99.34%, a TPR
of 99.31%, and an FPR of 0.51%, demonstrating reliable
detection performance with a low false alarm rate.

A. Impact of Threshold Variation on AD Performance

We varied the decision threshold γ in the range 0 < γ < 1,
as shown in Figure 3 and Table II. For 0 ≤ γ ≤ 0.28, the
AD showed consistently stable performance. TPR remained
above 99.0% (from 99.93% down to 99.30%), while FPR
decreased from 1.03% to 0.48%, indicating that increasing
γ progressively reduced false alarms without compromising
attack detection. This range represents the optimal operating
region, where high detection accuracy is maintained alongside
a low false positive rate.

Fig. 3. AD performance in terms of Accuracy, TPR and FPR with
different values of γ. The stable operational region is between 0 < γ < 0.28.

When γ increased to 0.29–0.37, both Accuracy and TPR
declined noticeably to around 90.0%, while FPR continued
to decrease slightly. This behavior indicates that the AD



TABLE II
AD PERFORMANCE WITH DIFFERENT VALUES OF γ .

γ Accuracy (%) TPR (%) FPR (%)
0.05 99.78 99.93 1.03
0.10 99.70 99.81 0.91
0.15 99.54 99.60 0.79
0.20 99.43 99.44 0.59
0.25 99.34 99.31 0.51
0.30 98.36 98.12 0.40
0.35 94.70 93.75 0.31
0.40 22.60 7.99 0.23
0.45 17.92 2.42 0.22
0.50 15.93 0.05 0.22

started missing a larger fraction of attack packets as the deci-
sion boundary became stricter, despite producing fewer false
alarms. At γ = 0.40, performance collapsed, with Accuracy
dropping to 22.60% and TPR to 7.99%. For γ ≥ 0.40,
TPR remained close to 0%, while FPR stayed below 0.23%,
indicating that the AD essentially stopped detecting attacks
and converged to trivial classifications of no practical use.
These patterns were consistent across both the test-bed and
the Mirai Botnet dataset, showing that the threshold effect is
independent of attack type. Based on these measurements, we
fixed γ = 0.25 for all experiments reported in this paper,
as it provides the best balance between high attack detection
performance and a low false positive rate.

B. Effect of Parameter I on AD Performance

The AD applies a sliding-window that processes successive
packets sequentially and classifies them as either “ATTACK”
or “NOT-ATTACK” using the traffic metrics described earlier.
The internal parameter I plays a critical role in this decision
process. In this subsection, we vary the value of I to analyze
its impact on performance. The test-bed experiments were
conducted using the complex setup described previously, and
each experiment was repeated 10 times to ensure consistency.

Table III summarizes the findings. Before any attack, the
AD correctly classified all normal packets for every value of I ,
resulting in an FPR of 0.0%. During the attack, performance
improved steadily as I increased: Accuracy rose from 77.61%
at I = 1 to 99.22% at I = 100, while TPR increased from
78.11% to 99.81%. At the same time, the FPR decreased
noticeably as I increased, indicating a reduction in false alarms
on normal packets. However, when I exceeded 400, both
Accuracy and TPR declined sharply, as the AD’s view of
the traffic became overly smoothed, making it less sensitive
to sudden changes and delaying attack detection. Meanwhile,
FPR decreased slightly for larger values of I , reducing the
loss of normal traffic during attack periods. After the attack,
the FPR continued to decrease further, reaching 0.13% at
I = 100.

A similar pattern was observed on the Mirai Botnet dataset,
as shown in Table IV, where Accuracy and TPR increased

with larger values of I and peaked around I = 500, before
dropping significantly for larger values. This difference in the
critical value of I relative to the test-bed experiments can be
attributed to differences in traffic characteristics. The high-rate
UDP flood attack generates highly bursty traffic with rapid
temporal variations, making detection more sensitive to large
window sizes, whereas the Mirai dataset exhibits more gradual
and heterogeneous patterns, allowing the system to tolerate
slightly larger values of I .

These results confirm that relatively small window sizes,
roughly in the range of I = 10–20, can provide highly
comparable detection performance while maintaining low false
alarm rates, without increasing detection delay or computa-
tional overhead.

VI. CONCLUSIONS AND FUTURE WORK

Network-connected systems increasingly demand robust
protection against cyberattacks, driving extensive research
on AD methods, many of which rely on machine learning
and require careful training and validation. However, their
performance is affected by multiple internal parameters which
are seldom mentioned and studied. In this work, we analyze
an AADRNN-based AD system trained on benign traffic
and systematically evaluate how key internal parameters and
traffic metrics influence its performance. Our findings provide
practical insight for adapting the system to different deploy-
ment contexts and highlight the value of detailed parameter
sensitivity studies in guiding the design and improvement of
AD systems. In future work, this analysis can be extended to
other detection models and parameters, and to different attack
types in real-world deployments.
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APPENDIX: AADRNN LEARNING

The AADRNN is an extension of the Random Neural
Network [28] with soma-to-soma triggering between neurons
in any cluster [2], in addition to the usual excitatory and
inhibitory weights. As a result, when the size of each neuronal
cluster in the layers becomes large, the neuronal cluster
activation function is:

ζ(λ) =
[r(1− p)− pλ+]

[
1±

√
1− 4p(λ+λ−)[λ+−r−λ−λ−]

r(1−p)−pλ+

]
2p(λ+ λ−)

,

where r is the total firing rate of each neuron in a cluster,
λ+ and λ− are the external excitatory and inhibitory spike
rates arriving at each neuron, and p is the probability that any
other neuron in the cluster fires when a given neuron fires,
representing soma-to-soma interactions. These parameters are
set to: r = 0.001, λ+ = λ− = 0.1, p = 0.05, and T = 100ms.

In the present case, the AADRNN is organized in l ∈
{1, . . . ,H} feed-forward layers (see Figure 1), with H = 3.



TABLE III
PERFORMANCE EVALUATION OF THE AD USING DIFFERENT VALUES OF THE PARAMETER I IN THE TEST-BED EXPERIMENTS.

Value of I
Before Attack During Attack After Attack

No. of Packets FPR (%) No. of Packets Accuracy (%) TPR (%) FPR (%) No. of Packets FPR (%)
1 20000 0.00 153764 77.61 78.11 98.88 20000 34.11
5 20000 0.00 154210 92.16 92.74 97.47 20000 4.88
6 20000 0.00 153953 93.39 93.81 97.28 20000 3.98
7 20000 0.00 158465 95.83 95.88 97.09 20000 3.09
8 20000 0.00 153944 98.09 98.20 96.91 20000 1.63
9 20000 0.00 156892 98.41 99.03 96.70 20000 0.82
10 20000 0.00 158984 98.84 99.42 96.53 20000 0.40
15 20000 0.00 148276 98.81 99.45 95.33 20000 0.33
20 20000 0.00 152832 98.87 99.49 94.80 20000 0.27
25 20000 0.00 158379 98.96 99.55 93.99 20000 0.20
50 20000 0.00 152621 99.02 99.63 93.15 20000 0.18
75 20000 0.00 150988 99.10 99.71 92.39 20000 0.16
100 20000 0.00 154536 99.22 99.81 91.45 20000 0.13
250 20000 0.00 161020 99.29 99.85 89.76 20000 0.09
300 20000 0.00 151276 94.88 95.44 89.03 20000 0.08
400 20000 0.00 155878 91.26 91.78 88.67 20000 0.08
500 20000 0.00 150398 17.36 16.88 3.06 20000 0.07
600 20000 0.00 150439 12.89 12.34 1.72 20000 0.07
700 20000 0.00 157843 12.02 11.50 1.12 20000 0.07
800 20000 0.00 152186 11.56 10.99 0.88 20000 0.07
900 20000 0.00 155287 10.77 10.21 0.35 20000 0.07
1000 20000 0.00 151220 7.29 6.65 0.09 20000 0.09

TABLE IV
PERFORMANCE EVALUATION OF THE AD FOR VARYING VALUES OF THE

PARAMETER I ON THE MIRAI BOTNET DATASET.

Value of I Accuracy (%) TPR (%) FPR (%)
1 82.13 82.91 21.99
5 98.91 98.85 0.80
6 98.99 98.94 0.74
7 99.08 99.03 0.68
8 99.17 99.13 0.63
9 99.29 99.26 0.55
10 99.34 99.31 0.51
15 99.40 99.37 0.46
20 99.46 99.43 0.40
25 99.52 99.48 0.27
50 99.64 99.61 0.23
75 99.73 99.72 0.20
100 99.80 99.79 0.18
250 99.81 99.80 0.17
300 99.82 99.81 0.17
400 99.82 99.81 0.16
500 99.83 99.82 0.15
600 88.87 86.78 0.12
700 66.42 60.08 0.11
800 52.61 43.66 0.10
900 28.92 15.49 0.10
1000 23.93 9.55 0.08

Weight matrices Wl connect the clusters of layer l to those
of layer l + 1, and are learned to create the desired auto-
associative memory. For the input vector xn = (x1

n, x
2
n, x

3
n),

the forward pass of the AADRNN is:

x̂n,l = ζ([x̂n,l−1, 1]Wl−1), 1 ≤ l ≤ H, x̂n = x̂n,L−1WH−1,

where x̂n,l = (x̂1
n, x̂

2
n, x̂

3
n) is the output vector of layer

l for input xn, x̂n,0 = xn, and [x̂n,l1] indicates that 1 is
concatenated to the output of each layer l as a multiplier of
the bias. Since we use auto-associative learning, only benign
traffic is used to learn the weights Wl, and the well-known
Fast Iterative Shrinkage-Thresholding Algorithm (FISTA) [29]
is used for optimization:

Wl = arg min
{W :W≥ 0}

(8)

[ ||adj(ζ(X̂ train
l−1 WR))W − X̂ train

l−1 ||2H2
+ ||W ||H1

],

where X̂ train
l is the matrix of outputs of layer l resulting

from the training dataset Dtrain:

X̂ train
l = {x̂l

i}i∈Dtrain . (9)

To avoid bias in the AD decision, only benign packets were
used for training in all experiments, while testing combined
the remaining benign and attack packets. This strict separation
prevents attack patterns from leaking into training, which
would otherwise inflate performance through memorization
rather than genuine anomaly detection. In the experiments
reported in this paper, AADRNN learning is carried out
separately for the two following cases:

1) Test-bed Experiments: A small dataset consisting of the
first 5000 UDP packets received by the Server was used for
training during the “cold-start” phase, which contained only
benign traffic. The duration of this phase depends on the packet
arrival rate (1–5 minutes). Larger datasets can further improve
accuracy by capturing richer patterns and reducing overfitting,
up to a saturation point beyond which additional packets
offer little benefit. We intentionally used a small dataset to



demonstrate the AD’s effectiveness under limited training data,
while also taking into account training time and computational
overhead as much as possible.

2) Mirai Botnet dataset [15]: Of the total 764,137 packets,
121,621 are benign; 10% of these benign packets were used for
training, while the remaining 90% were combined with attack
traffic for testing. Mirai provides detailed packet logs with 118
attributes (e.g., packet number, packet length, flow frequency,
timestamp, source/destination, protocol). It exemplifies large-
scale IoT malware, where compromised devices are leveraged
to launch coordinated DDoS attacks [30], producing charac-
teristic traffic such as repetitive scanning and brute-force login
attempts with hardcoded credentials.
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