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Abstract. The potential capabilities of quantum computers motivated
the development of cryptographic protocols suitable for securing com-
munication against the adversaries with access to large fault-tolerant
quantum computers. However, even though current quantum comput-
ers are limited in terms of size and precision, they can still be useful
for finding loopholes and weaknesses in the post-quantum cryptographic
protocols. In this work, we present an attempt to utilize the capabili-
ties of Quantum Generative Adversarial Networks (QGANSs), one of the
promising architectures used in quantum machine learning, for this pur-
pose. We describe an example application of QGAN architecture for the
purpose of loading the probability distribution of the hash-based digital
signatures into the memory of a quantum computer. Our results confirm
that near-term hybrid quantum-classical methods possess capabilities
required for this purpose. The presented approach can be used as a first
step in the workflow enabling the utilization of quantum computing for
attacking post-quantum cryptographic primitives.
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1 Introduction

During the last decade, the anticipated capabilities of large-scale fault-tolerant
quantum computers motivated the development of Post-Quantum Cryptography
(PQC) [11,12]. PQC algorithms are specifically engineered to be secure against
known quantum algorithms, primarily Shor’s algorithm [37] for public-key sys-
tems and Grover’s algorithm [18] for symmetric systems and hash functions. In
particular, Shor’s quantum algorithm for factorization demonstrated that quan-
tum computers could be used to efficiently solve mathematical problems like
integer factorization and the computation of discrete logarithms, problems used
as the basis of widely deployed public-key cryptosystems, including RSA [28].
Such anticipated possibility gave rise to the harvest now — decrypt later
scenario, also known as retrospective decryption [2,11], where adversaries may
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be intercepting and storing encrypted communications with the expectation of
decrypting them in the future. However, for this threat to be realistic one has
to have for their disposal large-scale, fault-tolerant quantum computers, capable
of running algorithms that can break widely used modern encryption methods.
Such machines are usually described as Cryptographically Relevant Quantum
Computers (CRQCs). The most important requirements for such machines are
a large number of qubits, long coherence times, high-fidelity of quantum gates,
and the ability to correct errors that occur during quantum computation.

In contrast, the current generation of quantum computing technology is
represented by Noisy Intermediate-Scale Quantum (NISQ) computers. These
devices are characterized by the limited number of qubits, usually of the order
of hundreds, susceptibility to noise, resulting in the limited fidelity of gates, as
well as short coherence times and limited ability to correct the errors. The most
important class of algorithms that can be run on NISQ devices and designed to
be run on such devices are Variational Quantum Algorithms (VQAs) [13].

During the recent years, significant progress has been made in the adoption
of the post-quantum cryptographic standards [2], including major vendors of
operating systems used in cloud environments [34]. Additionally, post-quantum
algorithms have recently become available in OpenSSH 10.0 suite [1] which
added support for a new hybrid post-quantum key exchange, based on the FIPS
203 standard. In March 2025, Java Platform version 24 [5], introduced post-
quantum schemes for key encapsulation and digital signatures, making it one
of the first general purpose, widely deployed programming languages adopting
post-quantum cryptography. Java 26 [6], released in March 2026, introduces
post-quantum-ready JAR signing and hybrid public key encryption support to
prepare applications for the quantum era.

The rapid progress in the adoption and standardization of post-quantum
methods [14] naturally makes them more available and, at the same time, more
prone to developing new attacking techniques. In this regard, it is natural to
ask if the parallel progress in the field of quantum technologies established a
serious threat for the standardized post-quantum technologies. Indeed, only by
investigating possible avenues for harnessing quantum computing for assessing
the resilience of post-quantum protocols, it is possible to ensure their security.

In this work, we aim at tackling this problem by demonstrating that quantum
computing techniques developed for near-term quantum computers can be used
as a tool for post-quantum cryptography. In particular, we demonstrate that
quantum machine learning can be utilized for as an initial step in the workflow
where quantum computers are used to sample data encoded using post-quantum
methods. We focus on a particular class of hybrid quantum-classical methods,
namely Quantum Generative Adversarial Networks (QGANs). We also restrict
our attention to a particular post-quantum protocol, namely the hash-based
digital signature scheme.

The rest of this work is organized as follows. In Sect. 2 we describe the basic
elements used in Quantum Generative Adversarial Networks. In Sect. 3 we intro-
duce a hybrid architecture employed for learning the probability distribution,
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including data representation and quantum circuit topologies. Next, in Sect. 4
we provide a result of the numerical experiments based on the post-quantum
signature scheme and the described framework. Finally, in Sect. 5 we summarize
the contribution and provide some closing remarks.

2 Quantum Generative Adversarial Networks

Classical Generative Adversarial Networks (GANs) [17] involve two neural net-
works — a generator and a discriminator — that are trained in an adversarial
manner. The generator attempts to create synthetic data that mimics a target
dataset, while the discriminator tries to distinguish between real data and the
synthetic data produced by the generator.

Quantum Generative Adversarial Networks (QGANS) [15] represent a quan-
tum computing extension of the classical GAN framework. In the quantum ver-
sion of the generative adversarial network, the generator and the discriminator
are replaced with quantum neural networks made up of parameterized quantum
circuits. Another proposed architecture involves a quantum generator paired
with a classical discriminator [22].

The generator in QGAN takes a quantum state as input [20], and applies a
sequence of quantum gates to produce an output quantum state or classical data
obtained through measurement. The major advantage of such design is that it
enables the efficient encoding of complex probability distributions, which cannot
be easily reproduced by the classical computer [7,9,21].

QGANs aim to leverage quantum phenomena such as superposition and
entanglement to potentially enhance the generative capabilities and efficiency of
GANSs, opening up applications in quantum machine learning, quantum finance,
and the generation of complex data distributions. It was demonstrated that the
QGANSs combining a variational quantum circuit and a classical neural network,
can learn a representation of the probability distribution underlying the data
samples and load it into a quantum state [41]. In [35] a hybrid quantum-classical
approach to model continuous classical probability distributions using a vari-
ational quantum circuit is proposed. In [10] an adversarial algorithm for the
problem of approximating an unknown quantum pure state is derived.

The preliminary proposals for employing classical and quantum machine
learning (QML) for attacking post-quantum protocols can already be found in
the literature. In [16], deep learning-based message recovery attacks on the w-
order masked implementations of CRYSTALS-Kyber in ARM Cortex-M4 CPU
are presented. In [30], the authors investigate adversarial risks in QML-assisted
network functions and digital twin applications, including vulnerabilities such
as quantum kernel poisoning, backdoor attacks, and adversarial noise. In [25],
an attack technique, based on the application of quantum machine learning to
cryptoanalysis, for recovering keys in cryptographic algorithms is presented. In
[8], an extension of the ML-assisted differential attack model is presented, and
it is argued that the traditional analysis of the differential distinguisher can lead
to the underestimation of the true power of the ML-enabled attacker. In [19],
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the authors introduce the Quantum Hopfield Neural Network (QHopNN) as a
novel approach to enhance key recovery in symmetric ciphers, and the proposed
framework is evaluated using symmetric ciphers, including S-AES and S-DES,
and benchmarked against the existing state-of-the-art techniques. In [33], the
authors highlight the intersection of QGANs, PQC, and quantum key distri-
bution (QKD), with possible adversarial attack models on hybrid protocols. In
[27], GAN-like models are used to simulate quantum-resilient encryption and
probe QKD flaws, and consider QGAN-inspired frameworks in network encryp-
tion security.

For the readers interested in the recent developments in the field of QGANS,
we recommend [23,29,31]. Some notable architectural variants are described
in [32,40]. The method of using large language models (LLMs) for optimizing
QGANS has been recently proposed in [39].

3 Framework for QGAN Attacks on PQC

Designing a concrete quantum circuit layout for a QGAN to test post-quantum
cryptographic schemes involves a hybrid quantum-classical framework. In this
section, we describe the data representation, the quantum circuit topology,
parameter initialization, and the training loop.

3.1 Architecture Details

We will adapt the hybrid architecture which can be used to learn the 2D proba-
bility distribution described in [4,36]. The schematic description of the utilized
architecture is presented in Fig. 1.
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Fig. 1. Architecture of the proposed framework based on hybrid quantum-classical
QGAN from the Qiskit Machine Learning library [4,36]. The quantum generator is
trained using the feedback from the classical discriminator to generate a quantum state
suitable for representing the observed real data. Details of the quantum circuit con-
struction are described in Sect. 3.3. Details of the classical discriminator are described
in Fig. 3.
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The quantum circuit handles the generator, while the discriminator can be
either classical or quantum. The goal of the generator is to learn how to generate
a probability distribution, obtained during the measurement process, in a way
that is similar to the observed probability distribution from the real data.

Hence, the trained generator should be able to prepare an n-qubit pure quan-
tum state of the form

k-1
[0 =D vilz), (1)

Jj=0

where the basis states |z;) represent the data items in the training data set
X ==x,...,25—1 with £ < 2" and p; is the probability of sampling element x;.
An element x; from the data set is represented by quantum state |z;).

The role of the discriminator is to distinguish between the original distribu-
tion, observed in the real data, and the probabilities generated from the genera-
tor. To train the generator and the discriminator we use the binary cross entropy
as the loss function,

L(0) = ij (6) [y, log(x;) + (1 — y;) log(1 — z;)], (2)

where x; refers to a data sample and y; to the corresponding label. More details
can be found in [4,36].

As the result, the state prepared by the trained generator, represented by
an ansatz and a vector of parameters, provides a quantum representation of the
observed probability distribution. Hence, such a generator can be used to load
the classical data into the quantum memory.

3.2 Data Source and Format

For the purpose of this work, we analyse the data obtained as samples of the
signatures from SPHINCS+ hash-based digital signature scheme. As at the cur-
rent stage the possibility of implementing QGANs — on real quantum computers
or in the simulators — is limited, we analyse the probability distribution parts of
the signatures only. We represent that data as pairs of four-bit words generated
from the first byte of the signature. The example of the sample obtained from
such a distribution is presented in Fig. 4(a).

3.3 Quantum Circuit Topology

To implement the quantum generator, we use an ansatz provided by the Qiskit
circuits library. For the purpose of this study we use three types of quantum
circuits, namely N-local ansatz, real-amplitudes ansatz, and hardware-efficient
ansatz [4,36]. The examples of a single layer for each ansatz are presented in
Fig. 2.

In particular, the structure of the N-local circuits is based on alternating
rotation and entanglement layers. Such circuits can often be simulated more
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efficiently on classical computers compared with other types of circuits. This is
especially useful as it facilitates the development of new quantum algorithms,
debugging, and verification before deployment on actual quantum hardware.

For real-amplitudes ansatz, the resulting circuit consists of alternating layers
of R, and controlled negation (CNot) entangling gates. Such a pattern limits
the expressibility [38] of the circuit, understood as the ability to probe the space
of quantum states, and only real amplitudes will be generated.

In the case of hardware-efficient ansatz, the resulting circuit consists of layers
of single-qubit operations spanned from SU(2) and CNot gates. This ansatz is
commonly used in variational quantum algorithms or classification circuits for
machine learning.
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(a) N-local ansatz with controlled-R,, (b) Real-amplitudes ansatz with
entanglement blocks and direct interac- linear entanglement gates.

tion between all qubits (full entanglement

gates).

(c) Hardware-efficient ansatz with linear en-
tanglement gates.

Fig. 2. Three types of ansatze used in this work as the basic blocks of the quantum
generator. The circuits in this figure were built for four-qubit registers. We have (a)
six, (b) eight, and (c) sixteen trainable parameters per layer. Using (a) and (c) we do
not impose restrictions on the form of generated quantum states. For the case (b) the
prepared quantum states will only have real amplitudes.
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3.4 Discriminator Architecture

Discriminator in the presented method is implemented using PyTorch module
for Python programming language. A detailed description of the architecture
used by the discriminators is provided in Fig. 3.
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Fig. 3. Architecture of the artificial neural network used as the discriminator in the
presented method. The scheme is based on the implementation described in [4,36].

4 Results

Let us now demonstrate the results of utilizing the defined framework for the
purpose of loading the probability distribution of the signature bytes.

For the purpose of numerical experiments presented in this work, we used
circuits built using six layers of the predefined ansatze, and the circuits were
defined on a 16-qubit register. In this situation, we have 56 trainable parameters
for real-amplitudes ansatz, 98 parameters for N-local ansatz, and 112 parameters
for hardware-efficient ansatz.

For the purpose of generating data used to test the presented workflow, we
employ PQCrypto [3] module for Python programming language. This module
provides bindings to implementations of quantum-resistant cryptographic algo-
rithms that were submitted to the NIST Post-Quantum Cryptography Stan-
dardization process. PQCrypto is based on C implementations derived from the
PQClean project [24].

Parameter optimization loop was based on ADAM optimizer [26]. The opti-
mization of the circuit parameters is achieved using the optimizer with learning
rate 0.01 and parameters 3; = 0.7, B2 = 0.999.

The values of the loss function for three types of quantum circuits are shown
in Fig. 5. The value of the loss function indicates convergence, signalling that
the model’s parameters have settled into a stable state.

For the purpose of quantifying the quality of the obtained approximation we
use the Kullback-Leibler divergence, which provides a measure of how much the
probability distributions differ. This quantity is defined as the relative entropy
between the probability distributions

D (P Q) = 3 Plo) loz g Q

The results of evaluating Kullback-Leibler divergence for the quantum gen-
erators constructed using different ansatze are presented in Fig.6. From the
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Fig. 4. Sample data from (a) the post-quantum hash-based source and (b) an artifi-
cially created mixture of multivariate normal distributions. (a)Probability distribution
of pairs of four-bit words generated from the first byte of the SPHINCS+ signatures.
A sample obtained using 2'* signatures for a single plain text. (b) Probability distri-
bution obtained as a mixture of 16 multivariate normal distributions, with parameters
adjusted to (0,15) x (0,15) grid.
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Fig. 5. Value of the loss function for the generator and the discriminator during the
learning process for the PQC data.

obtained results one can conclude that the proposed method is able to learn
the probability distribution of the signatures in the case of hardware-efficient
ansatz and real-amplitudes ansatz. For the sake of completeness, in Fig.7 we
plot the values of Kullback-Leibler divergence for the mixture of multivariate
normal distributions.

Additionally, one can note an important point. The results of hardware-
efficient ansatz are better and lead to a more accurate approximation of the real
distribution. This can be partially explained by the larger number of trainable
parameters (112 in our case) compared to two other cases. However, one should
also note that real-amplitudes ansatz, despite using only 56 trainable parameters,
was able to deliver a better approximation of the real data compared with N-
local ansatz (using 96 trainable parameters). Hence, the ability of the ansatz
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Fig. 6. Distance between the learned probability distribution and the observed prob-
ability distribution for the data from SPHINCS+, a post-quantum secure, hash-based
digital signature scheme from the NIST PQC suite.

to probe the space of quantum states is not always beneficial for the task of
learning real-world data.

To benchmark the effectiveness of the proposed method in the case of the
less complex probability distribution, we use the artificially created mixture of
multivariate normal distributions. An example of a sample from this distribution
is presented in Fig.4(b). The task of learning this distribution is based on the
task from [4]. Still, one should note that this task is presented for the purpose
of illustrating the differences in the effectiveness of the used ansatze.

From the results in Fig. 4(b) one can note that in the case of the mixture of
normal distributions, all architectures used to construct a quantum generator are
equally effective during the process of distribution learning. This is equivalent
to saying that — from the point of view of quantum circuit construction — this
task is easier than the task of learning PQC data. This is especially visible as,
in this case, the circuit based on hardware-efficient ansatz does not have any
advantages over other ansatze. However, the least powerful ansatz, namely the
real-amplitude ansatz, leads to the lower quality of approximation. Hence, the
advantage in the circuit expressibility can lead to better results, but it is not
directly connected with the learning capabilities of the QGAN.

As the last observation, one can note that for both learning the PQC data
and the normal distribution, the real-amplitudes ansatz provides a solid method
for learning the distribution. As, in this case, the quantum states are limited to
real-amplitudes only, one can conclude that such restriction does not limit the
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Fig. 7. Distance between the learned probability distribution and the observed prob-
ability distribution for the data from the distribution obtained as a mixture of 16
multivariate normal distributions.

power of the quantum generator. Hence, even if this ansatz does not prove to be
the best candidate from the perspective of the approximation quality, it can be
used as a less computationally demanding alternative for simple tasks.

5 Conclusions

The goal of this work was to provide an overview of the quantum machine learn-
ing approach for supporting the assessment of the security of post-quantum
cryptographic protocols. The presented results confirm that Quantum Genera-
tive Adversarial Networks posses generalization capabilities required to repro-
duce complex probability distribution generated by the post-quantum cryptog-
raphy schemes. Although the current feasibility of attacks harnessing NISQ
quantum computers remains limited, one should consider the growing power
of such machines, and subsequently the growing possibilities of quantum varia-
tional algorithms, as a serious threat.

The potential for applying QGANSs in cryptoanalysis stems from their ability
to learn complex data distributions and generate synthetic data that closely
resembles the training data. In the context of attacking PQC protocols, this
capability could theoretically be leveraged in several ways [31].

If a QGAN could be trained to accurately model the distribution from which
secret keys are drawn, it might then be able to generate candidate keys that
have a higher likelihood of being correct. This could effectively reduce the search
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space for brute-force attacks, potentially making them feasible even against the
protocols designed to resist such attacks classically.

Furthermore, QGANSs, similar to their classical counterparts, might be
employed to identify subtle vulnerabilities or non-random patterns in the out-
puts or internal states of PQC algorithms. Just as classical GANs have been used
to find weaknesses in other neural networks, QGANs could potentially uncover
unforeseen flaws in the design or implementation of PQC protocols, leading to
the development of more efficient attacks that exploit these weaknesses.

The main advantage of the procedure described in this work is that it requires
O (poly (n)) gates. Hence, it enables the loading of the probability distribution
underlying the signatures into a quantum channel. This, in turn, enables us to
utilize potentially advantageous quantum algorithms — including the variational
quantum algorithms — for processing the classical data. Thanks to this, the pre-
sented method, due to the ability of quantum computers to generate probability
distribution with complex correlation, has the potential to uncover non-obvious
leakages and recognize the weaknesses of post-quantum algorithms.

However, one should note that the framework presented in this work is lim-
ited by the current state of the quantum computing technology. In particular,
QGANS are sensitive to noise and the current quantum computers are still lack-
ing the level of error-correction required to implement them with high fidelity.
Furthermore, as one can note from the different quality of the results obtained
using different ansatze, training QGANSs is a non-trivial task as it requires a
precise and time-consuming simulations.

One should also note that the presented experiments are based on the sim-
ulation and the considered dataset consists only of a small portion of signature
data. This is mostly motivated by the limited access for quantum computers
with suitable computing power. Hence the presented study does not present a
full cryptanalytic attack, such as key recovery or message forgery, thus limiting
its immediate practical implications.

Nevertheless, as quantum computers with a larger number of qubits, longer
coherence times, and lower error rates become a reality, the ability to imple-
ment more complex quantum algorithms, including sophisticated QGANS,
will increase. Future attack strategies might also involve sophisticated hybrid
quantum-classical approaches. In such scenarios, QGANs could potentially be
employed as a component within a larger attack framework that strategically
combines the strengths of both classical and quantum computational resources.
For this reason, it is crucial to explore the potential for both offensive and defen-
sive applications of quantum machine learning in the context of ensuring secure
communication in the face of evolving quantum computational capabilities. This
work provides a first step in this direction.
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